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Number: 25 Configuring Network Security in WinNT for inVision32

If your client(s) run into problems connecting to the Server, ensure that the security
setting on the server and the client machine match the ones shown here.
For more in depth information on the choices shown below see “DCOM Security

Concepts.doc”.

Launch Dcomcnfg.exe
1. Click ‘Start’ (On the Windows Taskbar).
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Windows NT Work:

2. Then click ‘Run’ on the pop-up menu.
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3. Enter “dcomcnfg.exe” and then click ‘OK’.

Run |

Type the name of a program, folder, or document, and
YWindows will open it for you,

[

¥ | B in Separate M eman Space

] 4 I Cancel | Browse. .. |

Distributed Communication Configuration
Application Tab (For Server Only)

Diztributed COM Configuration Properties

Applications | Diefault F'r-:upertiesl Diefault Seu:urit_lrll Drefault F'ru:utu:u:u:ulsl

Applications:

{9CH34F3F-97DC-1105-4309-0020C20 DAR00 } ;I
19CH34F5E-97DC-1105-4309-0080C8D D AE00 ¥
{BFFFSF20-97DE-1105-4303-0030C20 0 4600}
{BFFFSF32-97DEB-1105-4309-0020C20 04600}
{BFFFaFE6-97DEB-1105-4309-0080C80 04600
{BFFFSF22-970E 1105430 9-00230C20 D 4600}
{BFFF5F34-97DB-1105-4309-0080C380 DAE00}
{C5700541-8C0E-1105-4306-0080C80 0 4600 }
Image Document

[nztallShield [nstallDriver

[nztalls hield InstallDriver String T able

LClient. SpsterLibrary

FClignt. Constructor
Media Player
mMSDAINITIALIZE
Faintbrush

Sound Recaorder
SSrvlordd Serverk acton

“WwordPad Document =

Properties... |

| ] I Cancel Sl

Select “Srvigr32.*” and click ‘Properties’ button. The extension may differ, but the
application will always be “Srvigr”.
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General Properties

Srvlor32 ServerF actory Properties

[Maone]

Leave “Authentication Level” at none. Other choices are discussed in “DCOM Security
Concepts.doc”.
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Location Properties

Axzyszvr AxiomServer Properties

| Secuiy | Ideriy | Encpoies]

Change selection from:
0 “Run application on the computer where the data is located” to “Run application on
this computer”.
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Security Properties

Axsyssvr AxiomServer Properties |

Generall Location  Security | Identit_l,ll Endpu:uintsl

% {lza default access permissions

" Use custom access pemmizsions

“'ou may edit who can access this application.

Edit. .
% Lze default launch permizzions
— " Jse custom launch pemissions
Y'ou may edit who can launch thiz application.
Edit...

€% Use default configuration permiszions

— 17 Use custom configuration permizsions

'ou may edit who can change the configuration information for this
applicatian.

Edit. |

| ] I Cancel | Sl |

Ensure all selections all set to:

O] “Use default access permissions”.
O] “Use default launch permissions”.
® “Use default configuration permissions”.

These defaults will be set elsewhere.

[camden 50f11 TB25_NetSecConfig(NT)



inysion 09/30/04

Identity Properties

Axzyszvr AxiomServer Properties
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The user account to run this application needs to be:
O] “The interactive user”.
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Axsyssvr AxiomServer Properties |

Generall Lu:n:atiu:unl Seu:urit_l,ll |dentity  Endpoints |

DCOM Protocaol: and endpoints:

Add BEemove Eroperties... [Elear

Dezcription

The zet of protocols and endpoints available for uze by clhentz of thiz
DCOM zerver. The zyztemn defaultz entry indicates that the default set
of DCOM protocaol: and endpoints for the maching will be uzed.

| ] I Cancel Sl

Confirm that “...default system protocols...” are selected for protocols and endpoints.
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Default Properties Tab (For Both Server and Client)

Distributed COM Configuration Properties

Applications  Default Froperties | Default Security | Default F'ru:utu:u:u:ulsl

v ignal:ule Distributed COM on thiz computes

[~ Enable COM Intermet Services on this computer

— Default Digtnbuted COM communication properties

The Authentication Level specifies securnity at the packet level.

Default Authentization Lewvel:

I [Maone] j

The Imperszonation Level zpecifiez whether applications can
determine who iz calling them, and whether the application can do
operatiohz using the client's identity.

Drefault Irmperzonation Lewvel:
[ 1dentify =]

[T Provide additional security for reference tracking

| (1] I Cancel ][]

Default property settings need to be:
a “Enable Distribution COM on this computer” and not “Enable COM Internet Services

on this computer”.

Ensure communications properties are set to:
o “Default Authentication Level:” = none
o “Default Impersonation Level:” = “Identify”

Do not check “Provide additional security for reference tracking”.
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Default Security Tab (For Both Server and Client)
Set your default security here.

Diztributed COM Configuration Properties
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Default Access Permission
Reqistry Yalue Permizsions |

R egistoy ' alue: DefaultdcceszPermission

Owner: Adriniztratar

Hame:

£ Everyone Allow Sccess
g SYSTEM Allow fccess

Type of Access: I.fl'-.llcuw Aooess j

Cancel | Add... | Eemwel Help |

Ensure these permissions are included:
e “Everyone” = “Allow Access”

o “System” = “Allow Access”

o ‘“Interactive” = "Allow Access”

Default Launch Permission
Reqgiztry Yalue Permizsions |

R egistoy ' alue: Defaultl aunchPermiszion

Dwner: Account Unknowr

M arne;
& Evervone Allow Launch
R STSTEM Allow Launch
Tvpe of Access: I.-“-‘-.Ilnw Launch j

Cancel | Add... | Eemwel Help |

Ensure these permissions are included:
e “Everyone” = “Allow Launch”

e “System” = “Allow Launch”

e ‘“Interactive” = “Allow Launch”
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Default Configuration Permission

This is where users are given permission to make changes to the ‘Distributed
Communications’. These settings have no direct bearing on AxiomlIl™.

Default Protocols Tab (For Both Server and Client)

Distributed COM Configuration Properties

.ﬁ.pplicatinnsl D efault F'r-:upertiesl Default Security  Default Protocals |

DCOM Pratocals

% Connection-oriented TCPAP
9 [ atagram UD PR
W O atagram [P

W Connection-oriented 5P

% Connection-oriented NetBEL

& Connection-oriented Methios over |

Add Hemowve | e Qpl tove Dowvn Properties...

Description

The et af netwark. protocaolz available to DCOM on this machine, The
ordering of the protocols reflects the pricrity in which theyp will be used,
iwith the bop pratacal having first pricriky.

| (1] I Cancel Apply

Here are shown the default communications protocols. It is highly unlikely that any
changes to these settings will be required.
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